Installing and using the FortiClient VPN

The following guidance is for users of both University owned and issued devices and
personal (BYOD) devices. Please navigate to the relevant section(s) to meet your
individual need(s).

Please follow these instructions even if you are a current user of the University VPN
(Cisco).
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SECTION ONE: You use a University of Auckland owned and managed
device

Windows

Install and use FortiClient on your UoA Windows device when connected to the UoA network

1.

Whilst connected to the University network, open FortiClient VPN by clicking on the
FortiClient VPN icon on your desktop or the green shield in the task bar. (If you don’t see the
shortcut or the green shield icon then please download it from the Software Centre. Search
for FortiClient.)

FortiClient
VPN

Select the REMOTE ACCESS menu option to take you to the login page:

@ FortiClent -- The Security Fabric Agent
File Help

2 o

Note: If the REMOTE ACCESS menu is unavailable select FABRIC TELEMETRY menu and enter
the EMS IP 130.216.5.57 and click Connect. This will connect the FortiClient to the EMS
Licencing Server and enable the REMOTE ACCESS login menu. Note it may take 10-15
seconds for the FortiClient to get a response from EMS Server.

Enter your username (UPI) and password.

You'll be prompted to use a Two-Factor Authentication token when logging in. If you
haven’t installed an authentication app onto your smartphone, refer to the instructions
(including what to do if you don’t have a smartphone) here.
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5. Enter your Two-Factor Authentication token in the Token field and select OK.

5 FortiChient - The Security Fabric Agent - X

2

L3 REMOTE ACCESS

'Y

6. Once it has authenticated, you will be logged into the VPN and you can access UoA only
resources such as network locations from your machine as you normally would. An orange
lock will appear on the green shield icon in the task bar to indicate you are securely
connected to UoA network.

7. Todisconnect from the staff VPN, open the FortiClient VPN by clicking on the FortiClient VPN
icon on your desktop or the green shield in the task bar and selecting the REMOTE ACCESS
menu option. Select ‘Disconnect’. The orange lock will disappear from the green shield in the
task bar to indicate you have disconnected from the UoA network.
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Quick ways to connect & disconnect

1. To connect, right click on the green shield in the task bar and select Connect to “UoA”.
Complete login steps as above.

Open FortiClient Console
About FortiClient

Connect to "UoA"

? Shutdown FortiClient

8:04 AM
5/03/2020

® T ) ENG

Open FortiClient Console
About FortiClient

Disconnect "UoA"
Shutdown FortiClient

8:09 AM
5/03/2020

ENG
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Install and use FortiClient when you are NOT connected to UoA Network

1. Please contact Staff Service Centre and they will guide you through how to install FortiClient
if you are not connected to the UoA network.

2. Once FortiClient is installed please follow the instructions starting on Page 2 of this
document.
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Apple Mac

Install and use FortiClient on your UoA Mac OS device when connected to the UoA Network

1. While connected to the UoA network, open FortiClient VPN by selecting the VPN shield in
the menu bar and selecting Connect to UoA. To Install the VPN if it is not there, please

download it from the Self Service Application.

I-A{t)mm%*m

L& Connect to UoA

Open FortiClient Console

Alternatively open FortiClient VPN by selecting FortiClient in the Applications folder and
selecting REMOTE ACCESS menu option to open the login screen:

ece [ Applications
< Bl=c~ = 5| 0o Q
Favourites
@ pownloads = - el [ b
18} briannyberg Adobe Adobe Acrobat  Adobe Bridge CC  Adobe lllustrator  Adobe lllustrator
@ s 2017 €C 2015 cc 2017
@) AirDrop
S Deleted Users e @ gf @ ( -"
B Desktop App Store Audacity Automator Bomgar Books
A Applications Represe...nd.ac.nz
[ Documents - .
J1 Musie 3 @ \3" == ‘
i Pictures Calculator Calendar Chess Cisco Contacts
Locations
[E] Macintosh HD ﬁ | | @ @ E
[ i -
|| P A D = Dictionary EndNote X6 ESETEndpoint  ESET Remote EyeTV
files.auckland.ac.nz A Antivirus Adminis...or Agent
itssdisk itss.auckland.ac... & Q Y
psoftserver.auckland.ac.nz & E - é
softwareserveruoa.auckl.. & Firefox Font Book EI(Sad  FortiClientUninsta  GarageBand

@ Network

1 of 100 selected, 712.8 GB available

ller

o

Home

e

Image Capture

‘Adobe Photoshop
CC 2017

cB4 Vice 2.1

Dashboard

| "

FaceTime

[

Goagle Chrome

*®

iMovie

2. Enter your Username and password and select Connect.

Connecting to VPN UoA

VPN Authentication
UoA

Username = wmcg016
Password ecccccccccce
Cancel Connect
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3. You'll be prompted to use a Two-Factor Authentication token when logging in. If you
haven’t installed an authentication app onto your smartphone, refer to the instructions
(including what to do if you don’t have a smartphone) here.

4. Enter your Two-Factor Authentication token in the Token field and select OK.
Connecting to VPN UoA

VPN Authentication
UoA

Username
Password ®eccccccccce

Token |

A FortiToken code is required for SSL-VPN login
authentication.

Cancel OK

5. Once the software has authenticated, you will receive a message indicating you are
connected to the VPN. You can access UoA only resources such as network locations from
your machine as you normally would.

FortiClient
VPN UoA is connected

6. To disconnect from the VPN select the VPN shield in the menu bar and select Disconnect

UoA.
I-A{D m L= «

EJ Disconnect UoA

)
|

Open FortiClient Console

Rimnansy L

Alternatively, open FortiClient VPN by selecting FortiClient in the Applications folder,
navigate to the REMOTE ACCESS menu and select Disconnect

.= The Security Fabic Agen

Top of the Document v1.9 17/8/20



https://www.auckland.ac.nz/en/about-us/about-the-university/identity-and-access-management/two-factor-authentication.html

Installing FortiClient on a Mac when you are NOT connected to the UoA Network

1. Open Self Service and select FortiClient.

eoce [ Applications
< smels-je-ala Q sea
Favourites - o s s - o
© Downloads || || oo o e ||
£} briannyberg Adabe Adobe Acrobat  Adobe Bridge CC  Adobe lllustrator ~ Adobe lilustrator ~ Adobe Photoshap
@ & 2017 CC 2015 CC 2017 CC 2017
@ AirDrop )
[ Deleted Users @ m & @ | ‘ ’ | ’"‘
= Desitop App Store Audacity Automator Bomgar Books 64 Vice 2.1
A: Applications Represe...nd.ac.nz
[ Documents . S
1 Music @ @ \g’ - ‘ e
i Pictures Caleulator Calendar Chess Cisco Contacts Dashboard
Locations
Macintosh HD “ ] @ @ g =5
[0 ForticiientUpdate = Dictionary EndNote X6 ESET Endpoint ESET Remote EyeTV FaceTime
files.auckland.ac.nz = Antivirus Adminis...or Agent
itssdisk.itss.auckland.ac.... & e ¢ ﬁ Y i e
psoftserver.auckland.ac.nz & .
softwareserveruoa.auckl. & Firefox Font Book FortiClientUninsta  GarageBand Google Chrome
ller
@ Network
~ @ = o e ®
ing i F Home Image Capture iMovie
1 0f 100 selected, 712.8 GB available L

2. Select Install.
3. Once install is complete the FortiClient shield displays in the task bar.

ADOMUIFTw
VPN !
EJ Disconnect UoA

Open FortiClient Console

Rimnansy L

5. Follow the instructions starting on Page 6 of this document.
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SECTION TWO: You use your own device (or a device NOT
owned by the University)

Windows

Machines which are not running up to date operating systems are sometimes not fully compatible
with the FortiClient VPN. They are also far more susceptible to security flaws that may be exploited
by third parties.

Windows machines should be running Window 10
Your internet browser should be the latest version of MS Edge, Google Chrome or Firefox.

If your personal device does not meet or cannot meet these specifications and you cannot use a

University owned and managed machine to work remotely, please get in touch with your nominated
BCP Lead.

Install the FortiClient on a non-UoA Windows Device

1. Gotothe Fortinet Website and download the client here.

@ FortiClient VPN

Remote Access

& IPSec VPN
& SSLVPN
& Technical Support

28 Download for Windows ‘ Download for MacOS . Download for Linux: .rpm .deb
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Once finished, navigate to your ‘Downloads’ folder on your browser and open the file. It is called

FortiClientVPNOnlinelnstaller_6.4

15 FortiClient VPN Setup —

: e amE
Ready to install FortiClient VPN 2

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

| Bk Tnstal ] | cancel

45 FortiClient VPN Setup —

Destination Folder ami
Click Mext to install to the default folder or dick Change to choose another. =.=

x

Install FortiClient VPN to:

by

IC:\“mgram Files\Fortinet\FortiClient),

| omak [ ext ] | cencel

It will then ask you if you wish to run the file. Please click ‘yes’ and run the file.

2 FortiClient VPN Setup —

X

Welcome to the FortiClient VPN Setup Wizard

The Setup Wizard wil install FortiClient VPN on your computer, Click Next to
continue or Cancel to exit the Setup Wizard.

5 FortiClient VPN Setup —

X

Completed the FortiClient VPN Setup Wizard

Click the Finish button to exit the Setup Wizard.

[~ Yes, I have read and accept the |I.|oeﬁse Agreementll Next I | Cancel |
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2. Open the application by clicking on the icon FortiClient VPN and click on Configure VPN.

@ FortiClient -- The Security Fabric Agent
File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support N

Configure VPN

Settings for VPN. Once entered, please click Save.

MNew VPN Connection

T )

Connection Name Uga

Description

Remote Gateway hitpsiconnectvpn.auckland.ac.nz/client =
+4dd Remote Gateway

[J customize port 443

Client Certificate MNone
Authentication u Promgpt on login l::' Save login
] Do not Warn Invalid Server Certificate

Cancel Save
[ Cancel | N

Connection Name, type: UoA

Remote Gateway, type: https://connectvpn.auckland.ac.nz/client

Port, type: 443

11
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3. This will take you the login page. Login with your Username and password. You will be
prompted for Two Factor Authentication.

VPN Name UoA V=
Username char907
Password seersened

L)
VPN Name UoA v
Username cbar907
Password ssessense ‘
Token ‘ \ ‘

\ You need to enter your 2FA
“ (Authy, Google Authenticator)

* We recommend using Authy or Google Authenticator as Yubikey might not work

12
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4. Once it has authenticated, you will be logged into the VPN.
VPN Connected

Jm—

VPN Name UoA
IP Address 10.110.164.4
Username cbar%07
Duration 00:00:37
Bytes Received 2.88 MB
Bytes Sent 1.82 MB

5. If you want to terminate the connection, click on the Disconnect button and the session will
be closed. To reopen the client, locate in on the Taskbar.

Open FortiClient Console
About FortiClient

Connect to "Connect YPM"

- ®J  Shutdown FortiClient

13
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Apple Mac

Machines which are not running up to date operating systems are sometimes not fully compatible
with the FortiClient VPN. They are also far more susceptible to security flaws that may be exploited
by third parties.

Apple Macintosh machines should be running MacOS 10.13 'High Sierra' or above (i.e. 'Mojave' and
'Catalina’)

Your internet browser should be the latest version of MS Edge, Google Chrome, Firefox or Safari.

If your personal device does not meet or cannot meet these specifications and you cannot use a
University owned and managed machine to work remotely, please get in touch with your nominated
BCP Lead.

Install FortiClient on a non-UoA Mac
1. Go to the Fortinet Website and download the MacOS client here.

@ FortiClient VPN

Remote Access

& IPSec VPN
& SSLVPN
& Technical Support

28 Download for Windows ‘ Download for MacOS .’ Download for Linux: .rpm .deb

(@e®® | FortiClient

@ FortiClient VPN For Mac OS X

Install

- h ¥

L >
h Technical Documentation Uninstall

1. Please click install and follow these steps:

14
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[ RS @ Install FortiClient a e®0 @ Install FortiClient -

Welcome to the FortiClient Installer Software Licence Agreement
N . English B
@ Introduction FortiClient for Mac OS X is a unified security agent for computers « Introduction
that integrates antivirus, SSL and IPsec VPN remote access, web " A
filtering, application firewall and vulnerability scan into a single Fortint Pr and Licanse ant/ EILA and Wer Torms
software package. FortiClient for Mac OS X has a user-friendly Destination Se Fortinat®, FortiGate®, and FortiGuard® ara registerad trademarks of Fortinet, Inc.,
interface that allows for quickly setting up protection for your and other Fortinet names herein may also bs trademarks, registersd or otharwiss, of
ter. o = Forinat All ther product or company namas may b badamarks of hai
ompuise, awners. 17 Fortinet, . Contents and terms ars

subjact to changs by Fartinet ihout prior notice. No part ofthi pubication may ba
reproducad In any form or by any means or used to maka any derivative such a3
translation, or adaptation Fortint, Inc., as
stipulated by tha Unitad States Copyright Act of 1976.

Product License Agreement

The partias (o this agreamant are yau, the end customer, and sither (i) where you
have purchased your Product within the Americas, Fortinet, Inc.. or (i) where you
have purchased your of X Private
Limited {sach rafarred to herain as "Fortinet).CAREFULLY READ THE
FOLLOWING LEGAL AGREEMENT (THE OR THIS "AGREEMENT" OR "EULA’).
USE OF FORTINET PRODUCT(S)AND ANY UFDATES THERETD, INCLUDING
HARDWARE APPLIANCE PRODUCTS, SOf TWARE AND FIRMWARE INCLUDED |
THEREIN BY FORTINET, AND STAND.ALONE SOFTWARE.

r
FORTINET (TOGETHER, THE "PRODUCTS") cuNs{rrerEs mgvrmcg BV
. YOU OF THE PROVISIONS IN THIS AGREEMENT. FORTINET SHALL NOT BE

BOUND BY ANY ADDITIONAL AND/OR CONFLICTING PROVISIONS IN ANY
ORDER, RELEASE, ACCEPTANCE OR OTHER WRITTEN CORRESPONDENCE
(OR OTHER WRITTEN OR VERBAL COMMUNICATION UNLESS EXPRESSLY

o seck 1 Continve |

@ Install FortiClient -

2.0 8 & Install FortiClient [}

To continue installing the software you must agree to the terms of the Select a Destination

software licence agreement.

o Int - glick Agree to continue or click Disagree to cancel the installation and quit © Introduction How do you want to install this software?
o Lic thelnstaller. 0 + Licence

Del @ Destination Select

Install for all users of this computer

Read Licence | Disagree Agree

—o—=

CUETUT T translation, transformation, or adaptation without permission from Fortinet, Summar
stipulated by the United States cwynshtwd 1976. :
Product License
mpmmlhuwommmynu,lh.mmmr ind sither (i) where you
have purchased your Product within the Americas, Fortinet, Inc., or (ii) where you
have purchased your Product outside of the Americas, Fortinet Singapore an-
Limited (each referred to herein as "Fortinet”) .CAREFULLY READ THE
FOLLOWING LEGAL AGREEMENT (THE OR THIS "AGREEMENT" OR "EULA").
USE OF FORTINET PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING
HARDWARI

Installing this software requires 81.1 MB of space.

THEREIN BY FORTINET AND STANDALONE SOFFWARE PRODUCTS SOLD BY You have chosen to install this software for all users of

this computer.

FORTINET (TOGETHER, THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY
'YOU OF THE PROVISIONS IN THIS AGREEMENT. FORTINET SHALL NOT BE
'BOUND BY ANY ADDITIONAL AND/OR CONFLICTING PROVISIONS IN ANY
‘ORDER, RELEASE, ACCEPTANCE OR OTHER WRITTEN CORRESPONDENCE
‘OR OTHER WRITTEN OR VERBAL COMMUNICATION UNLESS EXPRESSLY

[ cosack || contiue |

[ XCXe) & Install FortiClient a 0.0.0 & Install FortiClient a
Standard Install on “Macintosh HD" Installing FortiClient
+ Introduction This will take 81.1 MB of space on your computer. o lifroaiiction
» Licence Click Install to perform a standard installation of this software © Licence
. Destination Select for all users of this computer. All users of this computer will be « Destination Select
able to use this software. Installation T
@ Installation Type i Rl Moving items into place...

Installation

15
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[ XoXe] 4 Install FortiClient ]

The installation was fully.

« Introduction
« Licence
« Destination Select
= Installation Type

Installati . .
o Instafation The installation was successful.
@ Summary

The software was installed.

16
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2. Please open the FortiClient in Applications folder.

ece [ Applications
< ML= Q s
Favourites = — - - - -
© pownloads - - i s -
£} Eriannyberg Adobe Adobe Acrobat  Adobe Bridge CC Adobe lllustrator  Adobe lllustrator  Adobe Photoshop
2017 CC 2015 CcC 2017 CcC 2017
@ Airbrop B
S Deleted Users @ m &' @ | ‘ ’ “_‘
[ Desktop < . - )
App Store Audacity Automator Bomgar Books c64 Vice 2.1
4 Applications Represe...nd.ac.nz
B Documents S
7 Music g @ \3/ e} ‘ e
0 Pictures Calculator Calendar Chess Ciseo Contacts Dashboard
Locations
Macintosh HD “ il @ @ g R
[0 ForticiientUpdate = Dictionary EndNote X6 ESET Endpoint ESET Remote EyeTV FaceTime
files.auckland.ac.nz a Antivirus Adminis...or Agent
itssdisk.itss.auckland.ac.... & " ﬁ Y & G
psoftserver.auckland.ac.nz % .
TR L, ) Firefox Font Book FortiClient FortiClientUninsta ~ GarageBand Google Chrome
ller
@ Network
- @ k| ¥ e ®
ing i b Home Image Capture iMovie
1 of 100 selected, 712.8 GB available Y
°ce FortiClient -- The Security Fabric Agent eoe FortiCilent -- The Security Fabric Agent
. FortiClient VPN
@ FortiClient VPN @ A0 00 a
A & 0 0 a Upgr i« i
Welcome to FortiClient VPN!
This is a free version of FortiClient VP
nsed versios
[] 1 acknowledge that this free software that does not come with any product
support. | will not contact Fortinet technical support for any issues experienced
while using this free software. N
L) FortiCient -~ The Securay Fabric Agent
@ FortiClient VPN
#0000

Edit VPN Connection

Connection Name, type: UoA

Remote Gateway, type:

Remote Gatewsy | hemlcormochen suckard e neiciert
FA3s Rerouts Cocves

)« https://connectvpn.auckland.ac.nz/client

[ tustomze port 63
Nore

omgtonlogin Q) Swvelogn
TV onye00t
[} Domot Warn Invald Server Certificate

Cancel

Port, type: 443
Authentication: click Save login

Click on Save button

Top of the Document
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5. This will take you the login page. Login with your Username and password. You will be
prompted for Two Factor Authentication.

@ FortiClient VPN

FortiClient -- The Security

VPN Name
Usemame

Password

d receive

5]

Connect VPN

R

Fabric Agent

®# 4 0 0 &

iologag|

6. Once it has authenticated, you will be logged into the VPN

@ FortiClient VPN

FortiClient -- The Security Fabric Agent

Connecting to VPN Connect VPN

VPN Authentication
Connect VPN

Username
Password | esessssses p
Please enter your 2FA
Token esessssscssssciscsens (AUth, Google
Authenticator)
Cancel

* We recommend using Authy or Google
Authenticator as Yubikey might not work

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

Jm—

VPN MName Connect VPN
|P Address 10.110.160.1
Username bnyb001

Duration 00:00:30
Bytes Received 62.92 KB
Bytes Sent 38.28 KB

Disconnect

7. If you want to terminate the connection, click on the Disconnect button and the session will

be closed.

Top of the Document
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SECTION THREE: Mobile and Tablets

How to install FortiClient on an Apple iPhone or iPad

1. Open your app store from your homepage.

2. Gotothe search page.

10294 il T -

Search ®

Trending

19
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3. Search for FortClient VPN.

10:30 7 -l T -

), Forticlient vpn @ Cancel

L forticlient vpn

g w e r t y u i o p
a s d f g h j k |

H$ z x ¢ v b nm @&

@ &

4. Click on the first option for the FortiClient VPN.

10:30 ¢ -

Q forticlient vpn @ cancel
LunaVPN - Fast & Unlimite...
& Bost VPN to GET
UnaVPN, a totally free VEN proxy Lo unblock any website &
Po. It Is SAFE, FAST and UNLIMITED
FortiClient VPN
©)

FortiClient
=

Dot Py Fabeio Tolametry

[]

¥
O

C

Jo)

5. Download and install FortClient VPN from I0S app store.
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6.
7.

8. Click “l accept” for the acknowledgment.
9. Click “Allow” for add VPN Configuration.

9:399 T -

{ Search
FortiClient VPN
@ Fortinet
o
YW YT YW 4+
Not Enough Ratings Age
What's New Version History
Version 6.2.4 1mo ago
Updated Age Rating
Preview
w— -ve (D0
VPN About
LPGRADE TO THE FULL VERSION 0 ACCESS O oocumentation
SOOMIONAL FEATURES M3 RECEIT TFCANCAL
SuspoaT [
Cormections selectconection > () Terms anc Concitio
VPN
Stats

Open VPN on your phone.
Click “l accept” for the privacy policy highlights.

“FortiClientVPN" Would Like
to Add VPN Configurations
All network activity on this iPhone may

be filtered or monitored when using

Allow Don't Allow

Top of the Document
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10. Enter your iPhone password for adding VPN into your phone.

11. Select connection.

9:45 ol T -

Connections

VPN

Status

12. Add configuration.

© Add Configuration...

© Scan FortiGuard Cloud QR Code

Top of the Document
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13. Enter the following details:
a. Name: UoA
b. Host, type: connectvpn.auckland.ac.nz/client
c. Port: 443
d. User: YourUPI

9:47 ol T -
Cancel Add/Edit VPN Save
ACCOUNT INFO

Name Connect VPN
Host. connectvpn.auckland.ac.nz/client
Port 4aa3
sr =

SERVER CERTIFICATE

Hide invalid certificate warning

CLIENT CERTIFICATE

Use Certificate

nonnae

iop

K [
— e

o — P

3

Z]X

o

space

14. Click the save button.

15. Go back to the front page, move the slide bar and turn on the VPN.

16. Enter your username and password.

23
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17. Enter your 2 factor authentication token.

18. You are now connected.

24
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How to install FortiClient on an Android phone or tablet?

To access certain University resources, you may need to use a VPN to tunnel through to the
University, when you are off-campus, or otherwise not connected to the University network. The
required VPN is FortiClient VPN. To install it on your Android phone, in order to access these
resources, perform the following steps:

1. The FortiClient App needs to be installed on your phone to set up VPN access. There are
multiple ways of doing this:
Option 1: Installing from your local PC

a.

Top of the Document

If you are currently logged in to your Google account on this computer, then
open the following link:
https://play.google.com/store/apps/details?id=com.fortinet.forticlient vpn

Press Install.

@ ) o B — B -9k no¥ =

B Google Play h B =@

FortiClien 6

Select the phone you wish to install the VPN client on from the dropdown, if
it is not already selected, then click Continue. The FortiClient app will be
installed on your phone shortly.

Option 2: Installing from your phone

On your phone, open the Google Play Store

Play Store
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https://play.google.com/store/apps/details?id=com.fortinet.forticlient_vpn

ii. Tap the search bar at the top of the screen, then type in forticlient vpn

@& ) 4G+ 4 g39,
o o

. sarch for apps & game \9}

For you Top charts New Premium

Top-rated games >

Create a pandemic

Plague Inc. ﬂ Archero
@ Simulation - Life /% Action * C
W o

Suggested for you

Arknights Rebel Inc. Hunter Assassin Dré
44% 45% 42% 38
[=]:]

] 88 la]
Games Apps Movies & TV Books
B= N @ © 464 83% W 940
& forticlient vpn X

@ forticlient vpn

forticlient vpn fortinet

forticlient vpn 6.2

Q
Q_  forticlient vpn app
Q
Q

forticlient vpn for android

a s df gh

& z x ¢ vbnm

English . Q
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iii. Press Install on the first result. The app will install in the background.

=N..] Q@ © 46y 83% @ 942
& forticlient vpn Q U
@ FortiClient VPN Install
Fortinet
23% 500K+ €
8K reviews Downloads Everyone ®

Toronto Offce

@ reven

FartiClient VPN App allows you to create a secure VPN connection
to the Firewall

You might also like >
l
FortiToken Mobile  FortiClient 6.0 Microsoft Office: Mz
39% {Legacy) Word, Excel, Power...  the
43 % Adw 46

iv. The app will download, and once the install button will have changed to an
open button, it will be ready.
2. Once the app has finished installing, open the app drawer on your phone, then open the
FortiClient VPN app.

@

FortiClient V.

3. Press OK on the dialog box that appears, welcoming you to FortiClient VPN

Welcome to FortiClient VPN

This is a free version of FortiClient
software with limited feature support.
Please upgrade to the licensed version for
advanced features and technical support.
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4. Press OK on the dialog box that warns you about the permissions the VPN is going to ask for

FortiClient VPN

Please grant permissions for FortiClient
VPN to:

- Access Storage for Importing
Configuration files

5. Press Allowon the dialog box that asks for permission to access your local files.

. Allow FortiClient VPN to
access photos, media and
files on your device?

DENY ALLOW

6. The FortiClient app will then open, and prompt you to add a VPN. Enter a meaningful name
for the VPN, such as UoA in 1, then select SSL VPN for 2, then click Create

© O w4 1% @ 958

() FortiClient VPN

Add VPN
1
; SSL PN_ 2
IPsec VPN

‘

12 3 45 6 7 8 90

QWERTYU Il OFP
2 ES1 10N NEN RE LG RN kS pIS

4 ZXCVBNMQUE

7123 English 5 v

28

Top of the Document v1.9 17/8/20




7. The app will then offer to let you fill out more details. Change the Server Address to
connectvpn.auckland.ac.nz/client

8. Make sure that the Port is set to 443

9. Setthe Username to your university username/UPI, e.g. jblo123

B A Q0w 4 1% W 59
(®) Forticiient vPN =

SSL VPN SETTINGS

Server
connectvpn.auckland.ac.nz/client

Port 8
443

Username 9
cmag704

Certificate

X.509 certificate in PKCS12 format

Check server certificate
Disabled

CA server certificate

X.509 CA server certificate in .cer file
DELETE VPN

Delete this VPN tunnel profile

I nea all thaca cattinne and ramaua it fram tha liot nf

10. Press the back button on your phone to save your changes
11. Press the Connect button

BN QO W4 78% 8§ 1100
@ FortiClient VPN =
Q f'i
Connect VPN

{:} Settings
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12. Enter your password when prompted, then tap Login

Login
Connect VPN

prod013
Password

CANCEL LOGIN

|
13. Enter your two-factor authentication token, if prompted, then tap OK

Enter Totlen Code

CANCEL OK

14. If your screen looks something like the following, then you have successfully connected to
the University VPN.

© © or ¥ 4 80% N 10:00

(&) Forticlient VPN

@ ssLVvPN ‘....*
L &

Connect VPN

Last Session: 0:01
Remote: 130.216.95.113
Local: 10.110.160.1

{:} Settings

Disconnect

15. To Disconnect, open the app and click on disconnect to end the VPN session.
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